
The Great Computer Challenge, 2018
Cyber Security, Level IV

INSTRUCTIONS FOR VIRTUALBOX INSTALLATION
Visit https://www.virtualbox.org/wiki/Downloads 
[image: ]
Download Windows Host if you are running Windows; OS X if you are running MacOS.
Select next, next, next, yes, install, finish (All default options).
[bookmark: _GoBack][image: ][image: ]
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INSTRUCTIONS FOR KALI LINUX INSTALLATION
[image: ]
Click ‘New’
[image: ][image: ]
[image: ][image: ]

[image: ][image: ]
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[image: ]
[image: ]
Check the Live CD/DVD Box; click the little CD.
Select your KALI ISO (Mine is kali-linux-2018.1-amd64.iso)
[image: ]
[image: ]
Start your virtual machine
[image: ]
Click ‘Don’t show again’, then capture.
[image: ]


Start of the OS installation
Very straight forward
Select ‘Install’
[image: ]







Select English, United States, and American English keyboard
[image: ][image: ]
[image: ]




Set the name of the host, can keep as just default ‘kali’
[image: ]
Leave domain name blank.
[image: ]

The username and password can be whatever you wish.
For simplicity purposes, I normally do 
User: root
Pass: toor
[image: ]
Time setting; Eastern time.
[image: ]

Selected ‘Guided – use entire disk’
[image: ]
Select Disk to partition (only one)
[image: ]

Choose the default partition option and easiest ‘All files in one partition’
[image: ]
Select YES to write changes.
[image: ]


Now just wait, should take five minutes or so. [image: ]

Select YES to network mirror, otherwise you will have future issues (can’t update KALI).[image: ]
Select CONTINUE with NOTHING in the PROXY information line. [image: ]
Select YES on GRUB boot loader.
[image: ]



Select the only device you have, normally /dev/sda
[image: ]
[image: ]


Uncheck this box ‘Live CD/DVD’
[image: ]
Login with the credentials you setup, above I used
User: root
Pass: toor
[image: ]

Have fun and thanks for participating in the Great Computer Challenge, 2018!
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[11] select your location
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1 [! Configure the netuork ———————————————————
Please enter the hostname for this system.
The hostname is a single word that identifies your system to the netuork. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your oun home netuork, you can make something up here.

Hostname:
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1 [! Configure the netuork ———————————————————
The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
your computers.

Domain name:
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1 [!!] Set up users and passwords ———————————————

You need to set a passuord for 'root', the system administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty passuord. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the pouer to
become root using the "sudo" command.

Note that you will not be able to see the password as you type it.

Root passuord:
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1 [ Configure the clock —————————————————————

If the desired time zone is not listed, then please go back to the step 'Choose language'
and select a country that uses the desired time zone (the country where you live or are
located) .

Select your time zone:

Central
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Pacific
Alaska
Hawaii
Arizana

East Indiana
Samoa
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1 [l Partition disks ——————————————————————
The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it menually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided - use entire disk and set up LV
Guided - use entire disk and set up encrypted LVK
Manual
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File Machine View Input D:
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1 [11] Partition disks ———

Note that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:

HARDD I
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File Machine View Input D:

Help

1 [ Partition disks ———————————————————————
selected for partitioning:
SCSIL (0,0,0) (sda) - ATA VBOX HARDDISK: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure,
choose the first one.

Partitioning scheme:

Separate /home partition
Separate /home, /var, and /tmp partitions
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1 (1] Partition disks ———————

If you continue, the changes listed below will he written to the disks. Otherwise, you
will be able to make further changes manually.

The partition tables of the following devices are changed:
SCST1 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSIL (0,0,0) (sda) as extd
partition #5 of SCSIL (0,0,0) (sda) as swap

Hrite the changes to disks?
<No>
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1 [! Configure the package manager ——————————————————

A network mirror can be used to supplement the softuare that is included on the CD-ROM.
This may also make newer versions of softuare available.

Use a netuork mirror?

<Go Back> <No>
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1 [!] Configure the package manager ——————————————————

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:/s[luser] [:pass]@lhost [:port] /"',

HTTP proxy information (blank for none):
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T [!] Install the GRUB boot loader on a hard disk ————————

It seems that this new installation is the only operating system on this computer. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first

hard drive.

Warning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating sustem
temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB hoot loader to the master boot record?
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Help

T [!] Install the GRUB boot loader on a hard disk ——————————

You need to make the newly installed system hootable, by installing the GRUB boot loader
on a bootable device. The usual way to do this is to install GRUB on the master boot
record of your first hard drive. If you prefer, you can install GRUB elsewhere on the
drive, or to another drive, or even to a floppy.

Device for hoot loader installation:

Enter device manuall
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1 [!!] Finish the installation ———————————————————

Installation is complete, so it is time to boot into your new system. Make sure to remove
the installation media, so that you boot into the new system rather than restarting the
installation.
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* VirtualBox 5.2.6 platform packages. The binaries are released under the terms of the GPL version 2.
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The Setup Wizard wilnstall Oracle VM Vir kB 5.2.6 on
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