The Great Computer Challenge, 2017
Cyber Security, Level IV
Background
Cybersecurity is the body of technologies, processes and practices designed to protect networks, computers, programs and data from attack, damage or unauthorized access. In a computing context, security includes both cybersecurity and physical security.

Ensuring cybersecurity requires coordinated efforts throughout an information system.   One of the most problematic elements of cybersecurity is the quickly and constantly evolving nature of security risks. The traditional approach has been to focus most resources on the most crucial system components and protect against the biggest known threats, which necessitated leaving some less important system components undefended and some less dangerous risks not protected against. Such an approach is insufficient in the current environment.
In order to understand how to provide cyber security, it is important to also understand how systems can be compromised.  These skills are taught and practiced, but they must not be used in an unauthorized or malicious way.  Information Security professionals recognize the responsibility to maintain ethical principles that protect the safety and welfare of society and promote the common good; to build public trust and confidence; to protect privacy and property; to act honorably, honestly, justly, responsibly and legally.  It is expected that students participating in the GCC Cybersecurity Challenge will maintain the same ethical standards.  At no time should an attack technique be used via the public wifi or on any target not specified in the challenge.  Doing so may constitute an illegal act that can be prosecuted and will disqualify your team from the GCC Cybersecurity Challenge.
Guidelines & Requirements
Contestants will solve a selection of cyber security problems using their choice of tools. Contestants will use their laptops on which VMware Workstation Player is installed before the competition, and will be given a VM for the competition. They can install any tools they might need before the event. Judges will evaluate the answers to problems without considering the tools used. Answers will be delivered digitally. At the end of the contest time, contestants must leave a completed judging form.   
Need Airmon compatible wireless adapter and VMWare Player installed.  No printer is needed.  Helpful tools and skills:  Kali Linux, firewall basics, Microsoft Baseline Security Analyzer, sysinternals tools, bash scripting, http, ftp, nmap, sqlmap, netcat, wireshark, nikto, ZAP, burp suite, hexeditor, rdesktop.
1. Each team member may use one computer during the contest.

2. You may use the internet during the competition. To do so, you will need computer with wireless capability. Information for connecting to the wireless will be distributed before the contest starts. 

3. Internet connection can be used just for accessing information. Any cyber-attack via the Internet is not allowed.

4. Points and durations

. Part I (Written Questions): 10 Questions – 30 minutes – 50 Points 

a. Part II (CtF Challenge): 2.5 hours – 100 Points

Challenge Part 1
Duration: 30 minutes

10 Questions - 50 Points 

1. Find below the hashdump of a Windows Server. Which is the most privileged user per the hash values?

Administrator:501:879b87939722d413507a7137c5d5d486:c47b2e8037d912e23f020eea8b18144b:::

John:500:47d7d72100154c775acc35a98e0ae6f9:81444776d48b80e42c015ebed0970d4b:::

Jim:400:7d9fde6d1248892263e11cd7e7f6092c:df15d15811ad29067d1b1a9a28dd65e2:::

Guest:1005:6931e02a79745f815eb4ab7401a6a50f:0db5166862ce2c4f82833cbb701452d4:::

root:1006:b485c40baf8d91f381332ac72eb97894:6a675a4b5cdc8b6f034684db84c2a077::: 

a) Administrator

b) John

c) Jim

d) Guest

e) root

2. What is the password of Guest in the previous question?

3. In the following C code, there is an information disclosure vulnerability. Please answer the following questions.

a. Which line in the code is the source of vulnerability? And why?

b. How can you fix the code?
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int secretInts[] = {13, 98, 4, 21};
int publicInts[] = {1,2,3,4,5,6,7,8,9);
int input, i

printf(“Enter the number of integers you want to view:

scanf_s("%d", &input, sizeof(int));
while (input--) {

printf("%d ", publicInts[i++]);
}
printf("\n");
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4. Here is a simple java application code to create a new folder.
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public class MakeFolder {
public static void main(String[] args) throws IOException {
if (args.length == ) {
System.out.println("Usage:\niakeFolder folderName);
return;

}

Runtime rt = Runtime
rt.exec("cnd /c mkdir

etRuntine();
+ args[0]);





a. What kind of vulnerability this code have? Why?

b. Give a simple sample code to exploit it.

5. In the following C code, there is a buffer overflow vulnerability. Please answer the following questions.

a. Which line in the code is the source of vulnerability? And why?

b. How can you fix the code?
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#include <stdio.h>

int main(int argc, char *argv[])

o
char buf[10]

= if(argc !'= 2

return 1;

}
strcpy (buf,

return 0;

;

)

printf("usage: %s <arg>\n",argv[0]);

argv[11);




6. Find out the vendor of an Ethernet which has MAC address 00:50:56:b9:26:20 

a) Cisco

b) HP

c) Microsoft

d) Vmware

e) Dell

7. Answer the following questions for the following protocols: ATM, UDP, ARP, IP, SMTP, FTP, HTTP,ICMP, SIP, POP3, SNMP, RTP, TLS, SSH, IPSec, HTTPS

a. Classify the following protocols per the layers of OSI reference model. 
· Layer 1, Physical:

· Layer 2, Data link:

· Layer 3, Network:

· Layer 4, Transport:

· Layer 5, Application : 

b. Which of the protocols have encryption?

8. If you insert the most visited URLs and their IP addresses into the hosts file, what type of attack can you avoid? 

a) Web defacement

b) DNS Amplification

c) ARP Cache Poisoning

d) DNS Cache Poisoning

e) Clickjacking
9. Which of the following methods is used to avoid SQL Injection attacks?

a) Stored Prosecure

b) NoScript

c) Database normalization

d) Prepared statements

e) SSL/TLS
10. Which of the following techniques is used to avoid network sniffing attacks?

a) IPSEC

b) Bitlocker

c) Encripting File System (EFS)

d) NTFS

e) FAT32
Challenge Part 2
Part II

Duration 2.5 hours – 100 Points

"Your job as a cybersecurity specialist is to demonstrate your understanding of cybersecurity by gaining access to two servers, one Windows server and one Linux server.  See if you can complete these tasks and answer these questions through cyber-attack techniques."
1. One of the servers may or may not have a web service up. What port is this service on? HINT: Map it out. (5 Points)

2. Gain access to the website and INJECT yourself into the shell. Find the Username and Password of the site administrator. HINT: A Don’t go in blind. (10 Points)

3. After gaining administrator access on the website, you will notice a vulnerability that will allow you to open a remote shell. Exploit this vulnerability and gain access to the terminal on the server. HINT: A picture is worth a thousand words. (15 Points)

4. One of the user's on this server left his remote access authentication key file in one of his folders. Locate this file and use this key to start a remote terminal on the server. HINT: If it's not hidden, it's not secure. (10 Points)

5. One of the processes running on the server causes a security vulnerability. Find the name and the port number of this process. HINT: Meow (10 Points)

6. There is a document that is about connection to a remote server on the home folder of the root user.  What is the port of the remote connection protocol explained in this document? HINT: Less is more. (10 Points)

7. In this same file are the username and password of the other servers user, what are they? HINT: They can’t all be this easy. (5 Points)

8. Use the protocol in the previous question to gain remote root access. Once logged in as root locate a file that has the password of the administrator for the other server. What is this password? HINT: Don’t fcrack up yet, we are just getting started. (15 Points)

9. A network capture file in the desktop folder of the Windows server’s administrator user includes network traffic information regarding a web connection. Analyze file to find out the username and password used for connecting to cxploits.com HINT: Sharks are excellent analyzers. (10 Points)

10. There are some concerns about connect2.exe file which is in the desktop directory of the Windows server’s administrator user to send data to a remote server. Find out the IP address of the remote server which connect2.exe send data to. HINT: Don’t string this along your almost done. (10 Points)

Judging Criteria

Judges will evaluate the answers to problems without considering the tools used. Answers will be delivered digitally. At the end of the contest time, contestants must leave a completed judging form.   
SOL Correlation
Apply knowledge and skills to generate innovative ideas, products, processes, and solutions.

· Use various creative software, programming environments, or digital tools to convey existing ideas in new and effective ways.

· Use technology to develop innovative and effective solutions for assignments.

Have fun and thank for participating in the Great Computer Challenge, 2017!
Page 5 of 6
Cybersecurity, Level IV
The Great Computer Challenge, 2017

